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FIG.1 4 



RECORDING MEDIUM 
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(VERSION NUMBER) 






KEY REVOCATION DATA IDENTIFIERS 






(KEY REVOCATION DATA) 
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(VERSION NUMBER) 






KEY REVOCATION DATA IDENTIFIER=2 






(KEY REVOCATION DATA) 
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FIG.16 



( START ) 



SI 501 



OBTAIN KEY REVOCATION DATA FROM 
DISTRIBUTING STATION APPARATUS 
AND STORE IT IN REVOCATION DATA 
STORING UNIT 



SI 502 

IS THERE KEY C 
REVOCATION DATA FILE ON 
RECORDING MEDIUM? 



NO 



YES 



SI 503 



CHECK VERSION NUMBERS OF ALL KEY 
REVOCATION DATA FILES ON RECORDING 
MEDIUM 



SI 504 

ON RECORDING MEDIUM, 
IS THERE KEY REVOCATION DATA FILE 
THAT HAS SAME VERSION NUMBER AS 
KEY REVOCATION DATA 
OBTAINED IN SI 501? 



YES 



16/20 




LO 

o 

LO 
CO 



LU 






U_ 






ENT 


IAT 




Q 




o 




H 


LO 


< 


LU 






_1 


LT) 


DA 


u_ 










O 


1 


O 












Q 




o 




o 




o 


> 




CJ 


LU 

en 


cj 
o 


LU 

X 


>- 

LU 


> 






LU 
CC 


00 
LU 




>- 




TA 


LU 


TIS 


00 




< 


O 


O 


to 




o 

LO 

CO 



< 


O 


Q 

LU 


h- 




CA 


. CO 


o 


LU 


> 

LU 








>- 


(J 
1 


LU 


< 


Q 


cj 






< 




>- 


O 


LU 




LU 

CJ 




> 
LU 




Q 


CJ 




—J 


O \ 


< 




CJ 




>- 




LU 


LU <C 








17/20 



FIG. 18 




CALCULATE AUTHENTICATOR FROM MEDIA KEY 
CALCULATED BY AUTHENTICATOR GENERATING 
UNIT, MEDIUM INHERENT NUMBER THAT HAS BEEN 
READ, AND GENERATED ENCRYPTED CONTENT KEY 



SI 51 1 



ENCRYPTING UNIT GENERATES ENCRYPTED CONTENT 
BY ENCRYPTING CONTENT WITH CONTENT KEY 



J, ^-S1512 

RECORD, ON RECORDING MEDIUM, GENERATED 
AUTHENTICATOR, GENERATED ENCRYPTED 
CONTENT KEY, GENERATED ENCRYPTED CONTENT, 
AND ENCRYPTED CONTENT FILE THAT HAS KEY 
REVOCATION DATA IDENTIFIER OBTAINED IN S1 505 
OR ASSIGNED IN SI 505a 



( END ) 
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